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Agenda 

ÅWho am I and why am I interested in security testing DAB? 

Å Overview of DAB 

ÅHow do we broadcast DAB? 

ÅDAB attack surface 

Å How did we create a DAB security testing tool? 

ÅDemo 

Å Example vulnerabilities 

Å Implications of exploitable DAB protocol bugs 
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Who am I? 

ÅResearch Director at NCC Group 

ÅNCC Group is a global cyber security assurance specialist 

ÅPersonal interests include wired and wireless interface security, SDR and 

developing security testing tools ï previous examples: 

ÅUmap,  Frisbee  ï USB 

ÅCECSTeR,  EDIDfuzzer  ï HDMI/VGA 

ÅRFTM  - RF Testing Methodology 
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Why am I interested in DAB? 

ÅMajority of new vehicles are factory fitted with DAB radios 

ÅOften head unit (that contains the DAB radio) has some form of connectivity 

to the CAN bus, which is in turn connected to cyber-physical systems such 

as braking 

ÅDoesnôt appear to have received much attention from security research 

community 

ÅSoftware Defined Radios getting cheaper  
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Overview of Digital Audio Broadcasting (DAB)  

ÅDigital radio technology for broadcasting radio stations 

ÅOriginated as the European Eureka 147 project 

ÅNorwegian Broadcasting Corporation (NRK) launched first 

DAB channel in June 1995  

ÅUpgraded version called DAB+ released in February 2007 

ÅBenefits over FM are: 

ÅBetter signal reception quality 

ÅMany more data services can be transmitted 

ÅElectronic Programme Guide 
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Modulation & Transmission 

ÅWhy was DAB developed?  

ÅMultipath interference 

ÅWhat is one of the solutions?  

ÅOFDM 

ÅThe maximum number of modulated carriers in the 

DAB signal is 1536 

ÅActually COFDM ñCodedò OFDM, as Forward Error 

Correction used 

ÅModulation scheme is QPSK 
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Modulation & Transmission 

ÅAudio signals are digitised & multiplexed together with 

other data to produce a ñbit streamò 

ÅForward error protection then applied by adding 

redundant bits to the bit stream 

ÅDuring each consecutive symbol, bits are divided into 

1536 pairs 

ÅEach pair is differentially encoded with respect to its 

counterpart for the previous symbol 

ÅEach of the 1536 differentially encoded bit-pairs are then 

used to define the phase of a QPSK carrier 

ÅWhich together form the spectrum of a 1536-carrier 

signal 

ÅThis is the OFDM generation process, and it is repeated 

symbol-by-symbol 
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Multiplexing 

ÅMain Service Channel (MSC) ï bulk of the DAB signal 

ÅFrames of 55296 bits - known as ñCommon Interleaved 

Framesò (CIFs) 

ÅEach CIF divided into time-slots in which logical frames of 

data for individual services are transmitted 

ÅRepetitive bursts for each service provide ñsub-channelsò 

ÅData for each CIF transmitted in 18 consecutive symbol-

blocks 

ÅFirst symbol-block in each transmission frame is used for 

synchronisation 

ÅRemaining 3 symbol-blocks at the beginning of the 

transmission frame are used to carry the Multiplex 

Configuration Information (MCI), which includes the Fast 

Information Channel (FIC) 

ÅAncillary channels ï for synchronisation & housekeeping 
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The (ETI) Ensemble Transport Interface  

 
ÅStandardised output stream from a DAB multiplexer 

Å2Mbps synchronous data stream 

ÅNetwork adaptation is defined for G.703 lines (E1)  

ÅETI is an ETSI standard: EN 300 799 

ÅETIsnoop tool available to decode some of the data: 

Åhttp://wiki.opendigitalradio.org/Etisnoop 
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Fast Information Channel (FIC) 

ÅFIC required to make receiver respond rapidly to the user when it is first 

switched on 

ÅFIC is divided up into Fast Information Blocks (FIBs)  

ÅEach FIB contains a number of Fast Information Groups (FIGs) 
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Fast Information Groups (FIGs) 

ÅEach FIG is used for a specific signalling purpose: 
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FIG data field 

ÅThe FIG data field for each FIG type has the following structure: 

 

 

 

 

 

 

 

 

 

 

ÅEach FIG type has a number of extensions, which provide specific Service 

Information (SI) configuration functionality 
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Service Information features - example FIGs 

Service Information (SI) features are signalled using extensions of FIG types 0 & 1: 

 

ÅFIG 0/6 - Service linking information 

ÅFIG 0/13 - User application information 

ÅFIG 0/18 - Announcement support 

ÅFIG 0/21 - Frequency Information 

ÅFIG 0/22 - Transmitter Identification Information (TII) database 

ÅFIG 1/0 ï Ensemble label 

ÅFIG 1/5 - Data service label 
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FIG 0/13 - User application information 

ÅFIG 0/13 signals the type of data sent over DAB ï interestingé 

 

 

 

 

 

 

 

 

 

 

 


